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Treasure chest

The introduction of new EU
rules on data protection means
it will be boom time for TMT
lawyers in the next year

Mext vear will be a big one

for technology, media and
telecommunication {TMT} lawryers,
The introduction of the Eurtopean
Union's General Data Protection
Regulation (GOPR) is widely
expected to generate a Aurry of
instructions for law firms as clients
seek to ensure they comply with the
new rules, But that's not all; there is
also speculation that the GOPR could
also lead to consumer groups and
trade unions bringing class actions on
behalf of customers and employvees
against organisations that have
breached data protection regulations.
Meanwhile, artificial intelligence
(Al will also create data protection
issues that dients will need lawyers
to resolve. Similarly, clients in a
range of sectors wi{l alao he seeking
clarification from their legal advisers
as to whether the mature of their
business means they are techinically
classed as a telecoms company and
therefore subject to an extra raft of
regulations,

Psychological profiling
Artificial intelligence (Al will
rerate new opportunibics for
awvers to advise on data protection
ratters, says RCD - Ronsand Costas
Dwrran partner Eduardo Nebot.
“Some artifidal intelligence projects
are developing consumer data
bassed on individun]sfg.ﬂw]ugil:d]
profile, adding empathy to Al tools,”
he says, Mebot adds that clients
with “disruptive business models”
need advice from lawwvers on how
to ensure that they are com pli.-mr
with regulations, New regulations
on crowdfunding are another
oppartunity for lawyers, he says.
Meanwhile, AT os applied in the
field of robotics — especially in the
conaultancy sector — also creates the
issue of how to deal with failures in
Al and this is also an opportunity
for Iau."_l,-‘ersJ says Baker McEenrie
partner Raul Rubio, Te adds that,
with regard to consultancy services,
clients often “expect Lo receive the
gervice in the traditional way and
are not always willing to assume risk

[when using the service]”,

The widespread deplovment of
netwarks of “connected vehicles
and machines" is a trend thal is
generating increased demand for
IMT-related legal advice, says DILA
Piper partner Diego Ramaos, “These
deployments have to be conscious
of the sophisticated data protection
and e-commerce issues attached
to them, as well as the positive
interaction with other apparently
unrelated businesses suuﬁ as Lhose
in the leisure, entertainment and
food sectors.” Kamos also says
there are differences in consumer
attitudes towards the use of such
data, depending on where the
consumers are [rom. “Typically,
American consumers may want their
information processed, but European
consumers want greater privacy,” he
explains. Ramos adds that because of
the GIPE — which comes into force
next year = manufacturers” products
must protect privacy “by design and
b defauli”,

There are also a number of TMT-
related employment issues that
clients have to deal with, explains
Rarmdn v Cajal partner Norman
Heckh. “For example, with company
cars, emplovers may expect to
know whit the employee is doing
with the car, but this could clash
with the employee's expectations
regarding privacy,” he says, Rubio
adds that car manufacturers who
manitor the activity of the consumers
driving their cars could techmically
be classed as telecommunications
companies [which involves needing
to comply with an additional Taver of
regulations]. This 15 an ssue facng
clients in a range of sectors — one
partner points out that clients often

ask their lawyers for clarification
on whiether their use of technology
means they are classed as a “telecoms
operator”, However, this is nol
alwavs an easy question to answer,
according to Heckh, who says that
there are a number of different types
of telecoms operators and the issue
needs to be “studied in detail”.

Alejandre Tourinog, managing
partner at Ecija, says the GDI'ER
is a big opportunity for law firms
asilis wmr_-lhing all clients will
have to go through, He adds:
“Technology is impacting on all
industries, particularly sectors such
s pharmaceuticals and insurance”
Tourifio says that, potentially, the
GOPR could result in consumer
bodies starting class actions
against organisations that misuse
consumers’ data, Other lawyers
argue that trade unions could start
class actions on behalf of employees
thal have had their data misused by
their emplovers,

Ura Menendez counsel
Leticia Lopes-Lapuente says that
technology-relabed issues are
increasingly having a significant
impact on M&A transactions in that
such issues can result in potential
deals sometimes being stopped. “For
example, there may be soffware that
the selling company wants ko retain®
she explains.

All areas of the law now have
i technological component, :-;aﬁ
Blanca Escribamo, partner at ChS
Albinana & Suarez de Lezo. She
aclds: “Heal estabe lawyers, for
example, have to know technology,
and lawyers also have 1o know
how competition works digatally.”
Lapez-Lapuente savs it is surprising
how little universities focus on the
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technalogical aspects of the law, She
adds that this can be a disadvantage
for fubuee lawyers “since all of

them will need to deal with legal
issues in digital environments”™

ard that, consequently, the legal
profession mu;é perhaps do more
to help universities understand its
importance. Lopez-Lapuente says
that, in future, lawrvers will “have
o learn programming and how
algorithms work”, She also savs that
Tg:ﬂ' lawvers are often “worldng

to Faise awareness” of TR issues
among other lawyers at their firms.

Falling behind

Soame TMT lawrvers say clients
aften anly comtact them at a very
late stage, for example when they
have developed a new product
and they want to check that itis
compliant. Paola Riveros, associate
at BCD - Rousaud Costas Duran,
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saya: “Technology goes faster than
thﬁaw - the :hﬂfﬁfﬁa}meﬂ s Fast,
you can't regulate them, vou have
toy be aware that there ave grev areas
of the law and you must be aﬁlp ke
cover them appropiately,” She adds
that for major techmology companies,
competition issues ane a major
concern: “Fines are high and tech
companies also need to know about
competition law.” Other lawyers say
that while in-house counsel may be
aware of TMT-related issues affecting
their organisalion, unless they have
a lot of technological expertise, it can
b hard for them to address them.
“When it comes fo monitoring what
is poing on, mehouse awyers often
need external help,” one iawyw sAYE.
The kevel of ThBT-related
knowled ge within legal teams
is increasing, sayvs Heckh. Ome
managing partner says that some in-
hiowse teams now have lavwyers that
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are focused on TWT issues, However,
despite this trend, another parmer
urr;ul_'ﬁ- that mmﬁ:n':us can e longer
relv on “one in-house lawyer for all
their legal needs and the need for
external counsel emains” . He adds
that external lawyers can also “help
with henchmark{ng” in the sense
thiat they have knowledge of wider
industry trends.

The GDPE will significant ly
boost revenue for law firms in the
coming year, lawyvers say. However,
while they expect TMT work to
Inerease, ﬂ-":' also believe that
competiion in the market @5 feree
and comsequently, in the words of
one partner: “pricing is an ssae”.
Another partoer adds: “Cerdain
SMEs ang some big companies are
delaying GDPE implementation as
they dom't think thev are as affected
as other companies; they want to
wail and see how olhers have started

What do you think will be the biggest trends in the
TMT market in the coming year

“Maobile operabors with nebworks cormpleting thelr integration so
that they are ready to offer the three senvices [mobile, internet,
Tw}. nd, abowe all, for each of them to be able to differentate
their cortent offering from the others. it is also a year for
wiatching how the telecommunications sector gairs territory from
the audiovisual sector (digital TV).” Roberto Sanchez, counsel,
Linklaters

*Telecorns operators will diversify into other industries through
alliances [for example, Telefonica are focusing on media content
production). Mearwhile, media businessas must adapt W trends
such as the replacement of tradid onal TV and radio with news
internet-based media. All of this should provide scope for [ots
of joint wventure and ‘alliance” work [which may trigger related
disputes ower time).” Maria José Menendez, Madrid managing
partner, Ashurst

“Artifigal intelligence and machine leaming algorithms applied
o every segment of the value chain Blanca Escribano, partner,
CMS Albinana & Sudrez de Lezo

“The inbegration of new disruptive technologies such as
blockchain, artificial intelligence and augmented reality in key
aspects of companies” business processes will bring new legal
challenges." loaguin Mufioz, lawyer, Ontier

‘s we move toweands the fourth Industral revolution’,
eaponential technologies will dramatically change business
madbiels, Such technedogies help to multiply the revenues of
companies and their value exponentially, instead of the linear
grovacth we are used to. Exarmgles include blackehain, maching
learning and artificial intelligence, biotechnodogy and e-health,
cyber security and, the most significant, big data.” Natala Martos
Diaz, counsel, Pérez-Liorca

“GOPA readiness, increased cybersecurity concerns, increased
speed of mobile netweorks, the Internet of Things (loT)." Pedra
Vilarinha Pires, head of data protection and TMT (Portugal),
Gomez-Acebo & Fombo

Blockehain and its spread in the TMT market, especially in the
firtech sectorn, although what makes blackehain very appealing to
inwestors and developers is its potential for being a game-changer
Im other areas (for esample, smart contracts). Rafael Garcla Del
Poyo, partner, Oshorne Clarke

“Fintech and the application of technology to other businessas
such as health, automotive and transport.” Carlos Pemdn,
partner, Eversheds Sutherdand Nicea

“Dwe to the increzse in the use of smart devices and mechanisms
o analye data, three of the biggest tremds will be artificial
intedligence, the Intermet of Thirgs (loT} and cybersecurity. With
regard to artticial intelligence, it could allow companies o
autornate some of their processes [such as customer suppart)
leading to significant cost savings.” Miguel Geidjo, partner, Broseta

"GDPR assessment projects and MEA venture capital projects
assoclated with the entrepreneurial burz experienced in Portugal
that is expected to persist for at least a couple of years™ Carlna
Brance, founding partner, Techlmaryers (PBER in partnership
with Techlawyers)

“Cybersacurity and compliance and effectively controlling the
digital security of companies and applying protocols regarding
security breaches” Xavier Casals Matute, senior partner, Casals

“Blg data and smart cltes; Internet of Things; portability of
data; e-commerce and e-gaming: nanotechnology; 30 printing;
drones; wearables; security; mohile payments; cryptooumencies
and blockchain®” Belén Arribas, partner, Miliners Abogados y
Aszesnres Tributarios
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with the workl” Meanwhile, some
clients are budgeting to implement
CDPR in 2008, says one managi
partner. Eicnban?:};a 5 sxlmt_:lﬁi:}ﬁts
are delaying the implementation of
GLOPR because they are “waiting for
the tools to become available™.
Lawvyers also say the legal arms of
the Big Four auditors are hiring a

Diego Ramos
DLA Piper

lot of lawyers who specialise in data
protection. One parmer savs: “The
"Big Four' are hiring many lawyers
and getting very good clients.”

While data protection is the main
challenge facing chients, there are
also considerable opportunities for
I firmns in the area of intellechinal

roperty, which is developing as
E_‘cl'u}fnlﬁg_'.' advances, ﬂ\ﬂlﬁdﬂi He
adds that there are also opportunities
in the online gaming sector

Portugal: Football rights
The acquisition of foothall
broadeasting rights by televoms
companies has generated a large
volume of work for law firms in
Portugal, according to MLGTS
managing associate (_;miqnlf_r
Machado Borges, “Swoess 0 content,
such as the broadcast of sporting
events (foothall in particular) is a key
concem for telecoms operators, given
their interest in ensuring attractive,
varied and competitive pay-ti offers
fo thear subscribers,” e adds “Tn

the last 18 months, we have been
representing one af the main elecoms
and pav-tv aperators in Portugal

on the acquisition of TV and new
media broadeasting rights from 19
professional foothall clubs (including
5L Benfica and Sporting CT*) and in
the subseguent negotiation, with the
othier pay-tv operators in Porfugal,

of a J'Li.%]‘l-.l}' cmwrﬁjlcx rights and #
costs sharing agreement.” Machado
Borges adds that MLGTS his also
been advising on the modelling

and negotiation of subscription and

“ volcally, American
CONSUMEers m ':'_.' wWant
nformation processed, but
European consumers want

greater privacy. ,,
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shareholder agrecments in relation 1o
the sharcholding structure of Sport
TW, which has significantly altered -
with Vodafone and MEOD {part of the
Altice Group) both acgui astake
alongside existing shareholders NOS
and Olivedesportos.

L] partner Danie] Beis says
projects related to the GDFR
represent
the biggest
opportunity for
TMT lawvyers in
Portugal. He adds
that both big and
smiall businesses
are regueshn
adh'ic‘-:!:li11 rel.a%inn
o “audils, gap
analysis, training
and general
preparation for the new rules,” Reis
says that the GDTR i one of the
biggest challenges facing clients as
they are “running against the clock™
as the regulation will come into foree
in May 2NE.

The reshaping of the Portuguese
TMT miarket is likely to generate
a steady flow of transactions that
will keep law firms busy, says Uria
Menéndez-Proenga de Carvalho
partner Francisco Brito e Abreu. “The
acguisition of Media Capital, the
avwner of TV, by Albce (announced
in July) and Impresa’s intention to
divest its publishing business in
order to focus on it asdio-visual
and digital businesses, which was
made public in August, are very
good examples of this trend,” he
adds. Brito e Abren comtinues: “Data
profection and privacy issues, as
well as regulabory issues relating
to matters such as telecom OTT
(over-the-top] services, are also
expected fo continue to contribube bo
the development of Portuguese law
firms’ TWT practices,”

Ricardo Bordalo Jungueiro,
partner at Cuatrecasas, says one
of the major developments in the
TMT market this year was the
public consultation and subsequent
decision on the regulation af
markets for wholesale local aceess
provided at a fixved location
imarket 3a) and for wholesale
central aceess at a Axed location
for mass-market products (market
3b), He adds that the result was
that Mortuguese communications

their

regulator Anacom “decided not

to regulate Allice's optical fibre
network, netwithstanding the
appasition from the European
Commission and the BEREC [Body
of European Regulators of Electronic
Communications].”

The GDI'R replaces the Data
Protection Direchive from 1995, and
even though the GDPER rules are not
completely new, the key difference
mow is the size of the penalties,
according to CCA Ontier partner
Filipe Mayer, He adds that, in some
cases the fines could be as high as
£20m or 4 per cent of the offending
company’s total worldwide annual
turnover, whichever is higher.
“This has raised awareness among
companies and is, therelore, a buge
opportunty for law firms,” Mayer
says. [n addition, the liberalisation
of online gambling is another
significant opportunity, according
to Mayer,

Other potential growth areas for
law fArms include cryplocurrencies
and blockchain, according to
Ricardo Rodrigues Lopes, partner
at Caiado Cqu_:gn'r_'lru. ﬁﬁncﬁ]s: "
such, tech finance mav be the biggest
opportunity for law firms, as it
will require the specific cumulative
expertise of TMT, finance and
securities lawyers,” Rodrigues Lopes
continues: “Potential clients will
remain internetfsoftware service
providers, in particular companies
that are imvalved in big data, or
which handle big volumes of data,
as well as financial and insurance
companies.”

Keeping pace with what is a
fast-changing industey is the biggest
challenge clients in the TMT sector
are facing, according to Manuel
Esteves de Albuquenque, senior
assnciate at Raposo Bemardo,

He adds: “At the same time, new
products and services are developed
pretty much everywhere, which
generate masses of information

as well as ﬂ?porlumlles that are

not easy to follow-up.” Esteves

de Albuguergue says that “going
global” is a huge opportunity for
clients, but also a major challenge.
“But despite all these challenges
TMT companies face, they have huge
market opportunities and pobental
financing partners inferested in
financing good projects.”
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Digitalisation of businesses and
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reater use of the

cloud driving demand for TMT-related legal services

Storage of large amounts of sensitive data on the cloud, as well as the greater reliance on third
parties to provide services creating complex legal issues

Law firms are seeing an increase in
demand for technology, media and
telecommunications (TMT) services, as
chents across all sectors seek !-'-Fll-!‘t'i.i:‘l.li.‘ii-’.d
advice, Key issues facing businesses
include “digital transformation”, the wider
use of the cloud and outsourcing, as well
as cybersecurily and data protection.
Consequently, the ability to access expert
advice in these areas is vital if companies
wish to avoid risks.

Sophisticated IT infrastructure and
other services are now a key part of any
large business, and clients across all sectors
from energy Lo automotive and finance
are undergoing the process of digital
transformation. This often invalves the
storage of vast amounts of sensitive data
on third-party clouds as well as relving
on third parties Lo provide core services,
which gives rise to complex legal issues;
and it is vital to consult lawyers who have
the relevant experience in this field.

“Companies across diverse sectors
arg increasingly making use of cloud-
computing services, and therefore
delegating direct control over their data
and key aspects of their businesses,” says
Bird & Bird counsel Alexander Benalal.
“Data protection, confidentiality and
cybersecurity becomes paramount, and
it is also vital to have waterlight service
level agreements, terms and conditions
that guarantee appropriate compensations
if those service levels are not met, as
well as insurance policies.” he adds. In
order o achieve this, it is crucial 1o access
specialised lawyers with TMT expertise
that are acquainted with the sector, the
nature of services being provided as well
as the related challenges, says Benalal
“Specialised lawyers need o combine
transactional and litigation advice in
this field as it provides a more in-depth
understanding of the issues that are
specific to IT and how they are usually
dealt with, or need o be dealt with in
courts,” he says,

According 1o fellow Bied & Bird counsel
Faula ]"ern.indez-T.unguria, rn.ajur clients
are increasingly aware of the complexity
of IT-related contracts and disputes,
and therefore fully recognise the need
to hire specialist TMT lawyers. “While
small and medium-sized companies
may not be aware of the importance of
relying on expert advice for such matters,
multinational companies, for example,

are becoming more and more aware of
this need and the Enlc:ntial benefits of
involving experts.”

As well as offering adviee on
contractual matters, specialist TMT
lawwyers are increasingly in demand for
dispute resolution matters, according to
Bird & Bird counsel Pablo Berenguer.
“Traditivnally, clients used to entrust their
TMT disputes to generalist litigators,” he
explains. "However, as cases become more
and more complex, ’rh.e}r sopk the added
value brought by TMT experts, who bring
in-depth understanding of technical,
commercial and legal issues.” Meanwhile,
Fernandez-Longoria says: “The average
corporate or dispute resolution attorney
does not have the expertise necessary o
advise on complex IT matters.”

A

Alexander Benalal

Meed for discretion
A growing trend is the increased demand
for arbitralion and mediation, with clients
seeking to protect their reputation and
avoid confidentiality issues, remarks
Berenguer. “Arbitration is becoming maore
E:‘]:u]ar than litigation due to, on the one
d, the need for specialised technical
knowledge,” he explains. “On the other
hand, it is more discreet than litigation.”
As well as corporate and dispute
resolution issues, the expertise of TMT
practitioners is sought for a wide range
of matters, from civil responsibility and
damages claims to criminal proceedings,
especially in relation to cyberattacks.

“As more and more companies are
involved in the implementation of
complex transformation and outsourcing
projects, we've seen an increase in
demand for IT-related contractual and
data protection advice,” says Berenguer.
“Data security is another vital concern
for clients who store all of their data via
third-party cloud services.” Regulatory
changes including the General Data
Protection Regulation (GDPR) and the
e-privacy framework are also increasing
the workload for TMT lawyers, adds
Ferndndez-Longoria. “The GDPR and
amendment of the e-privacy framework
will clearly impact the TMT sector in the
coming months," she remarks,

Law firms, as well as clients,
arg realising the importance of
specialised TMT advice, and this is
driving recruitment in this area, adds
Fernandez-Longoria.

Pable Berenguer

Paula Ferndndez-Longaria

ginsiqte
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Ecija enters Portuguese market with Antas da Cunha

merger

Firms with “shared vision® link-up as Spanish clients grow operations in Portugal, while imminent
introduction of General Data Protection Regulation promises significant opportunities

Hugo Ecija

Specialist technology, media and
telecommunications law firm Ecja has
launched in the Fortuguese market via a
merger with Lizshon-headquartered firm
Anlas da Cunha

Spain-based Ecija has taken the step
with a view to establishing itself as
an [berian firm due o the demands
of 1ts clients, which are increasingly
expanding their businesses in Fortugal.
Ecija founder and CEO Hugo Ecija says:
“The Portuguese market has always been
a natural aspirabion. Mow that we are
cunm]idamglin the top ten Spanish law
firms, it was also time to start our growth
a5 an Iberian firm, motivated also by the
needs of our clients, who are increasingly
aperating in Portugal ™

African markets

Ecija adds that the firm's new Portuguese
uperation would help it o generate
business in African markets. "Cur new
headquarters in this market also provide
access to other Portuguese-speaking
countries and the eme:iing economies of
the Adrican continent,” he explains. Ecija
adds that the merger was a relatively
straightforward process. "I has been a
relatively simple move due to the shared
values and vision of both firms — Antas
da Cunha is an innovative and client-
oriented firm with great experience and
recognition.”

Explaining the reazons behind the
link-up with Antas da Cunha, Ecija sayvs
the Portuguese frm has experienced
“phenomenal organic growth” since
it was founded by managing partner
Fernando Antas da Cunha in 2015, In the
last two years, the firm has now reached
a total of 40 lawyers, all of whom are now
joining Ecija, which will operate in the
Portuguese market under the name Antas
da Cunha Ecija.

Growing gquickly
The merger means Ecija now has 35
partners and mare than 180 professionals
in offices in Madrid, Barcelona, Valencia,
Miamn, Santiago de Chile and Lisboo, In
other jurisdictions, the firm will operate
as the sole Spanish member of the Meritas
legal network, which has 7000 lawyers in
more than 70 countries around the world.
Fermando Antas da Cunha, managing
partner of Antas da Cunha Ecija, savs one
of the key drivers behind the decision Bo

merge was the imminent introduction of
the General Data Protection Regulation
(GDPR). “The firm [Antas da Cunha]

has growm very quickly during our first
twio yvears and we weren't in the market
to :11t:|‘f,:: with an imternational frm,”

he explains. “1 had alwavs assumed we
would remain independent — however, the
opportunity to start discussions with Ecija
thP\'."]'I.HI arganically and we are delighted
to bring their expertise in the area of TMT
g the Formuguese market,”

Leading lberian firm?
Antas da Cunha says that, given GDPR is
coming into force next vear, there is huge
potential for law firms m Portugal. “Waith
GOPE less than one year away and the
increasing importance of data privacy in
todday's world, we strongly beleve there
is a big opportunity for us to capitalise in
Portugal,” he remarks. “We are now facing
the big challenge of crealing & leading
Iberian firm = having the trajectory, know-
how and market recognition of Edja in the
THT area will undoubtedly make us a very
relevant player in the Portuguese market.”
Ecija has established itself as a leading
firm in Spain in the areas of information
technology, data protection and
mntellectual property, the firm’s founder
argues. “We have comsolidated as the best
firmn in these practice areas in Spain and
for that reason we believed it necessary
to have a firm in the Portuguese market
that brings together expertise, market
recognition and such an important
teamn of qualified professionals with full
dedication to some of the most innovative
areas of law,” Egija says. "For example, in
2018 we are facing, from the point of view
of data protection, a great challenge in the
form of the adaptation of large companies
to the new GDPR — for the success of
cach project, it is essential to apply a
consolidated methodology and rely on
professionals dedicated exclugively Lo the
matter, which is unthinkable for small
law firms."”

Crass-selling is fundamental

Femando Antas da Cunha says the GDPR
has the potential to open up new markets
for law firms in other areas, “Without
doubt the entey into foree of the GOPR s
a great opportunity for the development
in Portugal of less traditional areas of law
such as lechnology or data protection, and
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for us it is a great advantage lo count on
the expertise of Ecija in such innovative
projects thal require absolute mastery of
the subject,” he explains. “In this merger,
and with the short term goal of becoming a
top plaver in the Fortugoese market, cross-
selling between the different offices and
practice areas is fundamental.”

Antas da Cunha adds that Portuguese
clients are increasingly demanding
legal advice related to their operations
in Spain, and vice versa. “During the
first months of discussions with Ecija,
numerous opportunities opened up that
confirmed this need on the part of clients
and reaffirmed the idea of combining the
expertise and recognition of Ecija to the
multidisciplinary service we are offering
in Lisbon.”

Mot easy to find merger partner

Meanwhile, Ecija says that it can be
difficult for law firms to find the ideal
merger partner. “Before announcing our
entry into the Portuguese market, we
communicabed the news with some of our
most important clients with a presence in
bath countries, and months ago we began
to scope projects in Portugal, which were
shared with some other potential clients
who have already become new clients of
the firm,” he says. "Il is not easy Lo find
law firms with so many similarities in
their professional management, corporate
culture and customer-focus, We wanted
to offer the same multidisciplinary service
that our clients find in Spain and in
Fortugal. Offering innovative solubions
and a "total business approach’ are the keys
oy the value added in our service, and we
have also found them in Antas da Cunha.”
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Antas da Cunha Ecija has eight partners
and nearly 40 lawyers in Lisbon, but this is
“only the beginning”, according to Antas
da Cunha. He adds: “We bet on the growth
of the firm in the short term and as a step
prior o entering new markets and sectors
where Ecija is a leading player, including:
new technologies, smart cities, blockchain,
cryptocurrencies, digital transformation,
startups and entrepreneurship, the sharing
econmmy, cybersecurily and new pavment
methods.”

Full-time secondments

Ecija says that his firm’s non-hierarchical
approach bo law firm management
differentiates it from some of its rivals.
“We ensure visibility for our lawyers,

not taking into account the hierarchies as
in other traditicnal firms,” he explains,
“We are looking for true passionate
professionals, with international academic
or professional backgrounds and
enthusiasm for technology.” Keeping up
to date with developments in the sector
is vital, according to Edija, “In the TMT
sectar, it is imperative to be constantly
u{[)ﬂabﬁd, and this oceurs naturally if the
a

strongly emphasise thal our professionals
must get bo know in depth the sectors in
which they will mostly work.” He adds:
"For example, in the area of technology,
our lawyers do not only manage all the
legislation involving the intellectual
property of software, but many of them
are used to developing software - we
combine the projects in such a way that
those who participate in them know the
client perfectly, and this often includes a
full-time secondment with the client.”

ANTAS
JA CUNHA

cCIlJA

orementioned requirements are met — we

g insigte

A

Fermanda Antas da Cunha
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Lawyers need to alert clients about the need for

cybersecurity and data protection

Companies digitising their businesses need to adapt their entire client contracting process as well as
changing their organisation’s internal regulations

Jaaguin Muboz Rodniguez

Technology, media and
telecommunications (TMT) lawyers
must do more bo raise awareness amang
companies of the need to ensure they
have adequate cybersecurity and data
rotection measures in place, says
qu uin Munioe Rodrigues, partner at
Ontier in Spain.

“Clients are increasingly aware of
the challenges they face in protecting
their intangibles — trademarks, patents,
industrial designs, know-how and
indusinal secrets = from the moment
they are created,” Mufioz Rodrigues
says, “In the majority cases, this
requires developing a protocol for the
protection of intangible assets that
establishes their protection at each stage
from conceplion.”

However, Muno: Rodrigues says one
af the biggest challenges faced by THWT
clients relates to companies digitising
their processes. “These comparnies find
a form of technology that represents an
improvement in their business, but this
means adapling the entive contracting

process with their clients, or adapting
internal regulations al an organisational
level,” he explains, “In some of these
cases, there is no single legal solution
to solve the problem and TMT lawyers
have to be creative in order to provide
not only a legal solution but also a
business-oriented one.”

In addition to the growing threat
af c].'hcraﬁacl_-;ai, which has led
companies of every size to review
their cyberthreat protection ﬁliﬂjm,
Muroz Rodrigues has also observed
the increasing availability of specialised
TMT legal services. " This means that
the client demands o higher quality
and more accurate service every time.”
Furthermore, in-house counsel are
increasingly becoming experts in the
field and consequently are demanding
higher quality services. However,
many compamnies are stll allocating
insutficient resources to cybersecurily
and data protection, for example. Mufioz
Rodrigues says: “In that sense, TMT
lawyers still have to ralse awareness,”

Portuguese firms’ TMT expertise in demand around

the world

Magda Cocco

Technology, media and
telecommunications (TMT) lawryers in
Portugal are able to provide an effective
range of legal services to foreign clients
acting in other jurisdictions, savs Magda
Cowcn, partner at Vieira de Almeida

in Lisbon. “[t's not very common for a
Portoguese law firm b have clients without
a global presence,” she savs. “However,
this specific sector is a niche one, and we
advise clients in countries where we don't
have offices - in fact, recently we were
invited by a Washington firm to participate
ina pn];e}il:t in a remaote area of IJ'I.E' Pac[g;
they told us they were amazed there was

a firm in Portugal with this kind of ThT
Enowledge.”

Fellow Vieira de Almeida partmner
Fernando Resina da Silva adds: "We are
wiell positioned as we have been working,
in TWT since the early nineties advising
clients on a daily basis, both on the legal
isses associated with their day-to-day
operation and management, and in

strategic and highly innovative projects.”
Cooon savs lawyers have to
understand technology in order fo
provide legal advice to clients in the TMMT
sector, "Il is becanse of this combination
of technical and comemercial know
how and in-depth legal expertise in the
relevant fields of law that a Portuguese
law firm like ours is in demand when it
comes to advice m other jurisdichons,”
says Cocco. Resina da Silva adds: “We
understand the sector-specific principles,
the rules and their impact, 5o we
essentially need the support of the local
levwyers in relation to non-sector-specific
legal issues in the countries where
we don't have offices.” Ttis vital that
technolegy is incorporated into the way
in which law firms serve clients, “Ma ny
years ago, we learnt how to integrate
technology and all related issues in
the way we provide legal services,” he
says, "It mdﬁ]es us to apply the same
principles in different jurisdictions.”
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GDPR is biggest challenge TMT sector clients face

Mew regulations enforce tough penalties for breaches of the law with clients facing fines of €20m or
4 per cent of their total worldwide turnover

The imminent implementation of the
EU's Ceneral Data Protechion Regulation
(GDIPR) = which comes into effect on

25 Mav 2018 — is one of the biggest
challenges clients in the technology,
miedia and telecommunications (TAMT)
sector currently face.

"This new re_gu]al_'l-:m was made 1o
harmonise all data privacy laws across
Europe,” says Filipe Mayer, partner and
hiead of TMT and intellectual property
at CCA Unlier in Lisbon, “Even though
the rules are not totally new and/or
derogative of the previous directive,
the key difference now is the amount of
J.:lr_mltu_a, that in some cases can be as

igh as £€20m, or up to 4 per cent of the
total worldwide annual turnover of the

mve«d.m fimancial year, whichever is

]hl'll.“'l.' + adds. “This raises awarendss
among companies, and therefore is a
huge apportunity for law firms.”

The question now is whether dlients
can meet the challenge. I would say that,
without a doubt, the implementation of

GOTE will be the biggest challenge to

be faced by TMT clients,” says Mayer.
“Tt will place new obligations on all
companies that collect personal data, not
only an the technological side but also
on the legal side,”

These new regulations come at a time
of major upheaval for the TMT industry
A% a whale,

|

Filipe blayer

Traumatic evalution
“The media sector is facing a huge, and
for some of them, [Faumatic, evelution,”
says Maver, “Traditional types of media
such as newspapers and magazines are
facing an unprecedented crisis — TV is
alsu Exctng the competition of internet
TW and online content.”

blayer savs these trends are
becoming increasingly clear and “the
option 15 to convert old and heavy
media group stroctures into much
lighter models totally adapted to the
digital era.” He adds: “Tn fact, we are
already assisting on this transformation
in some of the biggest Portuguese
media groups,”

Innovation in the Portuguese TMT sector attracting

investors

The pace of innowation in the technology,
media and telecoms (TWMT) market
is proving to be both an up]F:rm'lunihr
and a threat to the clients of major
Portuguese law firms, On the positive
side, Portugal’s improving cconomic
climate is increasingly attractive to
industry start-ups and investors who
are benefiting from whiat Carina Branco,
counsel at the Porfugoese law firm
PEBR, considers an “entrepreneurial
buzz’, This is not only in the sense of
nwiard investment, it 15 also providing a
decent springboard for local companies
expanding abroad.

“As far as the start-ups ecosystem
is concernied, major clients include
start-up accelerators, venture capital
and private equity investors, as well
as foreign small and medium- "aL.EL'd
companies coming to Portugal,” says
Branco. “We also note a tenc enr;r fow
Portuguese sinrt—ulm wanting to go
international and they are seeking the

support of law firms in this regard "

However, the scale of the changes to
the industry do bring nsks, particularly
for larger, less adaptable companies.
“Major TMT clients are challenged by the
fast-cvolving nature of agile newoomerns,
some of them led by highly energised
founders,” savs Branco. “They force well-
established businesses (o face the risk of
obsolescence, while imposing a constant
need to rethink business models and
marketing tactics,”

The pressure of innovation is not only
faced by clients. Law firms must also keep
pace with new technology if they want to
maintain a decent foothald in the market.
“Law firms confinue to face the challenges
brought by the trends of innovation,
especially in relation 1o the automation
of business and contracts,” says Branco,
“The increasingly high pressure from
clients to bring costs down imposes on
law firms & need o continuowshy maonitor
sustamability and efficency.”

Carina Branca

g insigte
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