A Guide Through the GDPR (#13) | ONTIER'S Privacy and Data Protection International Team

ONTIER

A GUIDE THROUGH THE EU GENERAL
‘DATA PROTECTION REGULATION

al Yo,

PRIVACY AND DATA PROTECTION INTERNATIONAL TEAM

27th June 2017
#13

Index

1. Territorial Scope 2. Consent 3. Genetic Data and Biometric Data 4. Rights of the Data
Subject 5. Profiling 6. Controller and Processor 7. Data Protection by Design and by
Default 8. Data Protection Impact Assessment 9. Records of Processing Activities 10. Data
Breach 11. Data Protection Officer 12. Codes of Conduct 13. Certification Bodies

14. Transfer of Personal Data 15. One Stop Shop 16. Independent Supervisory Authorities
17. European Data Protection Board 18. Remedies, Liability and Penalties

CERTIFICATION AND CERTIFICATION BODIES

The GDPR specifically recognises and promotes the use of certifications and privacy seals
as a voluntary way for organisations to show to their customers that they take data
protection compliance seriously.

Current situation
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Under the current Directive there is no formal recognition of data protection seals and / or
certificates. Moreover, some Member States and sectors provide for non-compulsory seals
and certifications for privacy. Examples of these voluntary seals and certifications include
EuroPriSe (the European Privacy Seal which is a scheme across the EU mainly used
within the IT sector) and France’s own national seal scheme. A few private sector
organisations such as TRUSTe and the European Interactive Digital Advertising Alliance
(“EDDA") also have their own privacy seal schemes for members.

What’s new?

Certification and Certification Bodies are addressed by an entirely new section of the
GDPR. In fact, Member States unanimously supported this section throughout the
negotiations and the drafting of the GDPR.

Article 42 of the GDPR states that Member States, national supervisory authorities, the
European Data Protection Board (‘EDPB”) and the Commission itself shall “encourage, in
particular at Union level, the establishment of data protection certification mechanisms and
of data protection seals and marks, for the purpose of demonstrating compliance with this
Regulation of processing operations by controllers and processors. The specific needs of
micro, small and medium-sized enterprises shall be taken into account’.

The Regulation clearly pushes the idea of privacy certifications and seals, and lays down a
framework for the adoption of such seals and certifications. The purpose of certification
schemes is to provide organisations with a formally recognised way to show their
customers and clients that they are in compliance with EU data protection law. This could
be done, for example, by way of a badge that can be used on their website and on their
publications. In addition to adherence of the GDPR by Data Controllers and Data
Processors, seals and certification can be used to demonstrate the existence of
appropriate safeguards that are put in place by the Data Controller or Data Processor such
as increased transparency and accountability. It may also provide some mitigation against
any enforcement actions in the event of an infringement of the GDPR and allow customers
and clients to assess the level of data protection of a particular product or service being
offered by a particular organisation.

An organisation may apply for a certification or seal by providing all the necessary
information and by submitting its relevant processing activities to the relevant supervisory
authority or accredited certified body that oversees the relevant scheme.

All seals and certifications will be voluntary so a Data Controller or a Data Processor’s
obligation under the GDPR will not be reduced if they have a seal or certification, but it may
go towards supporting any investigation into its GDPR compliance.

Any certification or seal awarded has a maximum term of three years which can be
renewed provided the Data Controller/Data Processor still meets the relevant criteria. If the
criteria is not met, the certification is likely to be withdrawn.

All seals and certifications will be awarded by accredited certified bodies. Article 43 of the
GDPR sets out the criteria to be met before a certified body becomes accredited. National
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accreditation bodies and/or national supervisory authorities may accredit certified bodies
(so that they can issue certificates, marks and/or seals), regardless of whether they are a
public or private body, provided (inter alia) they:

a) can demonstrate their independence and expertise in relation to the subject matter of the
certification;

b) have established procedures for the issuing, periodic reviewing and withdrawal of data
protection certification, seals and marks;

c) have established procedures for handling complaints about infringement of the
certification; and

d) can demonstrate that their tasks and duties do not result in a conflict of interest.

Specific criteria for accreditation will be developed by the national supervisory authorities or
the EDPB and will be publicly available in due course. Accreditations for certification bodies
will be issued for a maximum of five years and will be subject to renewals, as well as
withdrawals in cases where the criteria for the accreditation are no longer met.

The EDPB is to maintain a publicly available register with all certification mechanisms, data
protections seals and marks. The EDPB may also create a common ‘European Data
Protection Seal’. The idea behind this is that there would be one uniform body to
authenticate an organisation’s compliance with the GDPR.

It is expected that the Article 29 Working Party will issue guidelines on certifications in 2017
(no specific date has been set for this release at the time of writing). It is also expected that
the existing seals or certification schemes currently in place around the EU will gradually be
harmonised under the GDPR.

What to do to adapt?

Data Controllers and Data Processors should follow developments in relation to
accreditation of applicable certification bodies and consider whether they wish to apply for
such certification, seal or mark in due course. If a Data Controller or Data Processor
already has existing privacy certifications, seals or marks, they should review the status of
such certification, seal or mark to see if they remain compliant with the relevant criteria
following any changes as a result of the GDPR. Finally, they should be prepared to re-apply
under any revised rules and conditions.

A Data Controller may also wish to take into consideration whether a proposed Data
Processor it is looking to contract with has a certification, seal or mark in relation to data
protection to ensure that the Data Processor’s procedures in relation to data privacy are of
a certain standard.
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Practical example;

An IT company is a member of an UK based association which promotes good practice
in the IT industry and issues its own private cerfificotions in different areos of IT,
including data privacy. The association is gronted accredited stafus by the UK
supervisory authority. As part of the occreditation and complying with the GDPR, the
associotion changed its criteria for its data privacy certification and consequently,
notified all its members that they must demonstrate that they meet the new criteria
in order to keep their certification.

After internal discussions, the IT company decided fo apply for the certification ogain
under the new criteria becouse:

a) it would assist the IT company in it compliance with the GDPR;

b) it would provide the customers of the IT company with confidence that
the company takes dato privacy seriously; and

) the IT company feels the certification will give it an odvantoge over its
competitors and attract customers who are also looking for partners who will
be GDPR compliant.

Practical example

An IT company is a member of an UK based association which promotes good practice in
the IT industry and issues its own private certifications in different areas of IT, including
data privacy. The association is granted accredited status by the UK supervisory authority.
As part of the accreditation and complying with the GDPR, the association changed its
criteria for its data privacy certification and consequently, notified all its members that they
must demonstrate that they meet the new criteria in order to keep their certification.

After internal discussions, the IT company decided to apply for the certification again under
the new criteria because:

a) it would assist the IT company in it compliance with the GDPR;

b) it would provide the customers of the IT company with confidence that the company
takes data privacy seriously; and

c) the IT company feels the certification will give it an advantage over its competitors and
attract customers who are also looking for partners who will be GDPR compliant.
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This article is provided for information purposes only and does not constitute legal advice.
Professional legal advice should be obtained before taking or refraining from any action as
a result of the contents of this document. If you have any queries regarding this article,

please contact CCA Ontier or ar@cca-ontier.com.
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